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FIG. 3 

PROHIBITED INFORMATION LIST 

- INFORMATION INCLUDING A PROHIBITED CHARACTER STRING 
(SUCH AS "FOR INTERNAL USE ONLY" OR "CONFIDENTIAL" 

- INFORMATION INCLUDING MORE THAN 10 PERSONAL NAMES 

- INFORMATION INCLUDING MORE THAN 10 TELEPHONE NUMBERS 



FIG. 4 



TYPE OF 
EMPLOYMENT 


OUTPUT 
ALLOWED TIME 


DEPARTMENT 
NAME 


OUTPUT ALLOWED PLACE 


FULL-FLEDGED 


7:00 — 0:00 


GENERAL AFFAIRS 


FLOOR A 


HUMAN RESOURCES 


FLOOR B 


DEVELOPMENT 


FLOOR C 


■ 
■ 


■ 


PART-TIMER 


9:00-17:00 


GENERAL AFFAIRS 


FLOOR A 


HUMAN RESOURCES 


FLOOR B 


DEVELOPMENT 


FLOOR C 


■ 
■ 


• 
■ 
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FIG. 5 



PRINTER ID 


INSTALLATION 
LOCATION 


EMPLOYEE ID 


PRINTER A 


A COMPANY 
DEVELOPMENT FLOOR 


P001 -P100 


PRINTER B 


B COMPANY 
DEVELOPMENT FLOOR 


P101 — P200 


PRINTER C 


C COMPANY 
DEVELOPMENT FLOOR 


P201 -P300 


■ 
■ 
• 


■ 
■ 


■ 
■ 
• 
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FIG. 6 



START ^ 



1 


r 


READ ID INFORMATION 
FROM IC CARD ON COPYING MACHINE 




r 


SEND ID INFORMATION 
FROM COPING MACHINE TO SERVER 




f 



PERFORM ID INFORMATION MATCHING AT SERVER 



S1 



S2 



S3 




(NO) 



SEND CONTROL SIGNAL FROM SERVER 
TO COPYING MACHINE TO PERMIT COPYING 


y 


r 


READ ORIGINAL TO BE COPIED 




r 


CONVERT INFORMATION READ FROM ORIGINAL 
INTO DIGITAL INFORMATION 


• y 


r 


COPY INFORMATION FROM ORIGINAL TO COPY PAPER 




f 



SEND DIGITAL INFORMATION GENERATED 
FROM ORIGINAL INFORMATION TOGETHER WITH 
ID INFORMATION FROM COPING MACHINE TO SERVER 



1 


r 


REGISTER INFORMATION RECEIVED 
FROM COPYING MACHINE IN DATABASE OF SERVER 



S4 



S5 



S6 



S7 



S8 



S9 



© 
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FIG. 7 

2 

MATCH RECEIVED INFORMATION 
WITH INFORMATION 
IN OUTPUT DETERMINING INFORMATION DATABASE 




(NO) 



(YES) 



SEND ALARM FROM SERVER TO COPYING MACHINE 
AND COMMUNICATION TERMINAL 



✓ S1 1 



▼ 

END ^ 
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FIG. 10 



^ START ^ 



READ ID INFORMATION AND DIGITAL 
CERTIFICATE FROM IC CARD THROUGH 
IC CARD READER/WRITER 



^S21 



SEND INFORMATION READ THROUGH IC 
CARD READER/WRITER TO 
INFORMATION TERMINAL 



ON INFORMATION TERMINAL, ENCRYPT 
INFORMATION TO BE PRINTED OUT WITH 
SESSION KEY 



SEND ENCRYPTED INFORMATION, ID 
INFORMATION, DIGITAL CERTIFICATE 
FROM INFORMATION PROCESSING 
TERMINAL TO OUTPUT DEVICE 



-S24 



ON OUTPUT DEVICE, DECRYPT RECEIVED 
ENCRYPTED INFORMATION WITH SESSION f\^S25 
KEY 



PRINT OUT DECRYPTED INFORMATION ON 
PAPER MEDIA S 2 6 



ENCRYPT INFORMATION PRINTED OUT 
WITH SESSION KEY 



~\-S27 



SEND ENCRYPTED INFORMATION, ID 
INFORMATION, AND DIGITAL CERTIFICATE 
FROM OUTPUT DEVICE TO SERVER 



~\^S28 
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FIG. 1 1 



0 



ON SERVER, DECRYPT RECEIVED 
ENCRYPTED INFORMATION WITH SESSION 
KEY 




^^S29 



(NG) 



(OK) 



S31 

_L_ 



SEND ALARM INFORMATION 
FROM SERVER TO OUTPUT 
DEVICE 



GENERATE AUDIBLE ALARM 
ON OUTPUT DEVICE 



S32 



REGISTER DECRYPTED INFORMATION IN 
OUTPUT INFORMATION DATABASE OF SERVER 
IN ASSOCIATION WITH ID INFORMATION 
RECEIVED FROM OUTPUT DEVICE 



^ END ^ 
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FIG. 14 



^ START ^ 



READ ID INFORMATION AND DIGITAL 
CERTIFICATE FROM IC CARD THROUGH 
IC CARD READER/WRITER 



SEND INFORMATION READ THROUGH 
IC CARD READER/WRITER TO 
INFORMATION PROCESSING TERMINAL 



/ X,S41 



-S42 



ON INFORMATION TERMINAL, ENCRYPT 
INFORMATION TO BE PRINTED OUT AND 
ID INFORMATION WITH SESSION KEY 
SHARED WITH SERVER USING SSL 



SEND ENCRYPTED INFORMATION FROM 
INFORMATION PROCESSING TERMINAL 
TO SERVER 



~x^S44 



S45 



IS DECRYPTED 
INFORMATION PROHIBITED FROM 
BEING OUTPUTTED? 

(NO) 



(YES) 



ON SERVER, STORE PRINT INFORMATION 
AND ID INFORMATION IN ASSOCIATION 
WITH EACH OTHER 



ENCRYPT PRINT INFORMATION WITH 
SESSION KEY SHARED WITH OUTPUT 
DEVICE USING SSL 



S46 



SEND ALARM INFORMATION 
FROM SERVER TO INFORMATION 
PROCESSING TERMINAL AND 
DISCONTINUE PROCESS 



SEND ENCRYPTED INFORMATION TO 
OUTPUT DEVICE 



ON OUTPUT DEVICE, DECRYPT RECEIVED 
ENCRYPTED INFORMATION WITH SESSION 
KEY 



OUTPUT DECRYPTED INFORMATION ON 
PAPER MEDIA 



-S48 



-S49 



<S50 



-S51 



▼ 

^ END ^ 
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FIG. 17 



Q startJ ) 



READ ID INFORMATION AND DIGITAL 
CERTIFICATE FROM THE IC CARD 
THROUGH IC CARD READER/WRITER 



SEND INFORMATION READ THROUGH 
IC CARD READER/WRITER TO 
INFORMATION TERMINAL 



ON INFORMATION TERMINAL ENCRYPT 
INFORMATION TO BE PRINTED OUT AND 
ID INFORMATION WITH SESSION KEY 
SHARED WITH PROCESSING SERVER USING SSL 



SEND ENCRYPTED INFORMATION FROM 
INFORMATION PROCESSING TERMINAL 
TO PROCESSING SERVER 



ON PROCESSING SERVER, DECRYPT 
RECEIVED ENCRYPTED INFORMATION 
WITH SESSION KEY 



S61 



S62 



S63 



S64 



S65 



S66 

TS DECRYPTED^ 
INFORMATION PROHIBITED TO BE^ 
OUTPUTTED? 

(NO) 



(YES) 



ON PROCESSING SERVER, 
ENCRYPT PRINT 
INFORMATION WITH 
SESSION KEY SHARED WITH 
OUTPUT DEVICE USING SSL 



SEND ENCRYPTED 
INFORMATION TO OUTPUT 
DEVICE 



ON OUTPUT DEVICE, 
DECRYPT RECEIVED 
ENCRYPTED INFORMATION 
WITH SESSION KEY 



OUTPUT DECRYPTED 
INFORMATION ON PAPER 
MEDIA 



'SIZ 



S73 



S74 



S75 



S67 



SEND ALARM INFORMATION 
FROM PROCESSING SERVER 
TO INFORMATION 
PROCESSING TERMINAL AND 
DISCONTINUE PROCESS 



ON PROCESSING SERVER, 
ENCRYPT PRINT 
INFORMATION AND ID 
INFORMATION WITH SESSION 
KEY SHARED WITH STORAGE 
SERVER USING SSL 



S68 



SEND ENCRYPTED 
INFORMATION TO STORAGE 
SERVER 



ON STORAGE SERVER, 
RECEIVED ENCRYPTED 
INFORMATION WITH SESSION 
KEY 



S69 



S70 



Q END \- 



ON STORAGE SERVER, STORE 
DECRYPTED PRINT INFORMATION 
AND ID INFORMATION IN 
ASSOCIATION WITH EACH OTHER 
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